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(57) ABSTRACT

A method, an apparatus, and a system for handling a virtual
machine internal fault. The method includes: monitoring, by
a virtual machine internal fault detecting apparatus, a state
of a virtual machine operating system; when detecting that
the virtual machine operating system encounters an excep-
tion, obtaining, by an exception catching module in the
virtual machine internal fault detecting apparatus, exception
information corresponding to the exception according to a
context of the virtual machine operating system; and report-
ing, by the exception catching module, the exception infor-
mation to a virtual machine monitoring apparatus, so that the
virtual machine monitoring apparatus determines, according
to the exception information, a policy for resolving the
exception corresponding to the exception information, and
resolves the exception corresponding to the exception infor-
mation by using the policy. The present invention is appli-
cable to a virtualized environment having a virtual machine.
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A virtual machine internal fault detecting apparatus monitorsa |_— 101
state of a virtual machine operating system

'

When detecting that the virtual machine operating system
encounters an exception, an exception catching module in the 102
virtual machine internal fault detecting apparatus obtains /
exception information corresponding to the encountered exception
according to a context of the virtual machine operating system

'

The exception catching module reports the exception information
to a virtual machine monitoring apparatus, so that the virtual
machine monitoring apparatus determines, according to the / 103
exception information, a policy for resolving the exception
corresponding to the exception information, and resolves the
exception corresponding to the exception information by using the
policy

FIG. 2

A virtual machine monitoring apparatus receives exception 201
information sent by an exception catching module in a virtual —
machine internal fault detecting apparatus

i

The virtual machine monitoring apparatus determines, according 202
to the exception information, a policy for resolving an exception —
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1
METHOD, APPARATUS, AND SYSTEM FOR
HANDLING VIRTUAL MACHINE INTERNAL
FAULT

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of International Appli-
cation No. PCT/CN2013/074074, filed on Apr. 11, 2013,
which claims priority to Chinese Patent Application No.
201210345633.7, filed on Sep. 17, 2012, both of which are
hereby incorporated by reference in their entireties.

FIELD OF THE INVENTION

The present invention relates to the field of communica-
tion technologies, and in particular, to a method, an appa-
ratus, and a system for handling a virtual machine internal
fault.

BACKGROUND OF THE INVENTION

In a virtualized environment, a host machine normally
runs one or more virtual machines thereon, and the host
machine normally is required to know an internal running
state of a virtual machine. The host machine, when running
many virtual machines thereon, normally cannot view the
internal running state of each virtual machine all the time.
When a virtual machine encounters an internal exception
(for example, the virtual machine crashes or goes into a blue
screen) and cannot be detected by the host machine, the host
machine does not perform processing on the virtual machine
for a long period of time, resulting in that a service in the
virtual machine is interrupted for a long period of time,
which wastes resources such as memory of the host
machine. Therefore, it is very necessary for the host machine
to know whether an internal exception occurs on the virtual
machine.

At present, a virtual machine normally is capable of
periodically sending heartbeat information of the virtual
machine to the host machine by using software. For
example, a virtual machine sends heartbeat information of
the virtual machine to a host machine every second by using
VMware Tools in virtual machine software VMware, and a
virtual machine monitoring module in the host machine
detects, at intervals, whether heartbeat information is sent to
the host machine within the period (for example, the virtual
machine monitoring module detects, every 20 seconds,
whether heartbeat information is sent to the host machine
within the 20 seconds). If the virtual machine monitoring
module detects no heartbeat information within a period of
time, the virtual machine monitoring module determines that
an internal running fault occurs on the virtual machine. In
such cases, the virtual machine monitoring module may
control the virtual machine to reset. A specific interaction
process thereof is shown in FIG. 1.

During the implementation of embodiments of the present
invention, the inventor finds that the prior art has at least the
following problem.

The method of determining, by using heartbeat informa-
tion, whether an internal running fault occurs on a virtual
machine is not accurate, and the virtual machine monitoring
module cannot detect, in a timely manner, the internal
running fault that occurs on the virtual machine. In addition,
the virtual machine is restored by resetting the virtual

10

15

20

25

30

35

40

45

50

55

60

65

2

machine, and when the virtual machine runs again, a fault
may still be caused by the same reason that causes the
previous fault.

SUMMARY OF THE INVENTION

Embodiments of the present invention provide a method,
an apparatus, and a system for handling a virtual machine
internal fault, which can solve the problem in the prior art
that the method of determining, by using heartbeat infor-
mation, whether an internal running fault occurs on a virtual
machine is not accurate, a virtual machine monitoring mod-
ule cannot find, in a timely manner, the internal running fault
that occurs on the virtual machine, and when the virtual
machine runs again, a fault may still be caused by the same
reason that causes the previous fault.

To achieve the above objective, the present invention
adopts the following technical solutions.

In a first aspect, an embodiment of the present invention
provides a method for handling a virtual machine internal
fault, including: monitoring, by a virtual machine internal
fault detecting apparatus, a state of a virtual machine oper-
ating system; when detecting that the virtual machine oper-
ating system encounters an exception, obtaining, by an
exception catching module in the virtual machine internal
fault detecting apparatus, exception information correspond-
ing to the exception according to a context of the virtual
machine operating system, where the exception catching
module is loaded to the virtual machine operating system
when the virtual machine operating system is started; and
reporting, by the exception catching module, the exception
information to a virtual machine monitoring apparatus, so
that the virtual machine monitoring apparatus determines,
according to the exception information, a policy for resolv-
ing the exception corresponding to the exception informa-
tion, and resolves the exception corresponding to the excep-
tion information by using the policy.

According to the first aspect, in a first implementation
manner of the first aspect, the exception catching module
includes a kernel mode function registered with the virtual
machine operating system; and before the obtaining, by an
exception catching module, exception information corre-
sponding to the exception according to a context of the
virtual machine operating system, the method includes:
registering, by the exception catching module, a callback
function with the virtual machine operating system, where
the callback function is used when an exception occurs; and
the obtaining, by an exception catching module, exception
information corresponding to the exception according to a
context of the virtual machine operating system includes
determining, by the exception catching module, a type of the
exception according to the context of the virtual machine
operating system by using the callback function, and locat-
ing the exception.

According to the first aspect, in a second implementation
manner of the first aspect, the exception catching module is
an interrupt handling function registered with a non-mask-
able interrupt in the virtual machine operating system; and
the obtaining, by an exception catching module, exception
information corresponding to the exception according to a
context of the virtual machine operating system includes
determining, by the exception catching module, a type of the
exception according to a context of a non-maskable interrupt
after receiving the non-maskable interrupt sent by the virtual
machine monitoring apparatus, and locating the exception.

According to the second implementation manner of the
first aspect, in a third implementation manner of the first
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aspect, before the determining, by the exception catching
module, a type of the exception according to a context of a
non-maskable interrupt after receiving the non-maskable
interrupt sent by the virtual machine monitoring apparatus,
and locating the exception, the method includes: receiving,
by the exception catching module, a user-defined function
configured by a user, where the user-defined function is used
to require the exception catching module to provide infor-
mation related to a virtual machine corresponding to the
user-defined function; and the method further includes per-
forming, by the exception catching module, the user-defined
function in the context of the non-maskable interrupt after
receiving the non-maskable interrupt sent by the virtual
machine monitoring apparatus, so that the exception catch-
ing module catches the virtual machine-related information;
and reporting, by the exception catching module, the virtual
machine-related information to the virtual machine moni-
toring apparatus.

In a second aspect, an embodiment of the present inven-
tion provides a method for handling a virtual machine
internal fault, including: receiving, by a virtual machine
monitoring apparatus, exception information sent by an
exception catching module in a virtual machine internal fault
detecting apparatus; determining, by the virtual machine
monitoring apparatus and according to the exception infor-
mation, a policy for resolving an exception corresponding to
the exception information; and resolving, by the virtual
machine monitoring apparatus, the exception corresponding
to the exception information by using the policy.

According to the second aspect, in a first implementation
manner of the second aspect, before the receiving, by a
virtual machine monitoring apparatus, exception informa-
tion sent by an exception catching module in a virtual
machine internal fault detecting apparatus, the method
includes receiving, by the virtual machine monitoring appa-
ratus, exception handling information configured by a user,
where the exception handling information includes handling
policies corresponding to multiple exception types.

According to the first implementation manner of the
second aspect, in a second implementation manner of the
second aspect, the exception information includes an excep-
tion type and a location where the exception occurs, and the
determining, by the virtual machine monitoring apparatus
and according to the exception information, a policy for
resolving an exception corresponding to the exception infor-
mation includes: searching, by the virtual machine monitor-
ing apparatus, the handling policies corresponding to the
multiple exception types in the exception handling informa-
tion for the policy corresponding to the exception type in the
exception information; and the resolving, by the virtual
machine monitoring apparatus, the exception corresponding
to the exception information by using the policy includes
implementing, by the virtual machine monitoring apparatus
and according to the location where the exception occurs,
the policy corresponding to the exception type in the excep-
tion information at the location where the exception occurs;
or sending, by the virtual machine monitoring apparatus, the
policy corresponding to the exception type in the exception
information to a virtual machine operation executing module
in a virtual machine, so that the virtual machine operation
executing module implements the policy corresponding to
the exception type in the exception information at the
location where the exception occurs.

According to the second implementation manner of the
second aspect, in a third implementation manner of the
second aspect, before the receiving, by a virtual machine
monitoring apparatus, exception information sent by an
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exception catching module in a virtual machine internal fault
detecting apparatus, the method includes setting, by the
virtual machine monitoring apparatus, a non-maskable inter-
rupt flag bit on the virtual machine monitoring apparatus to
indicate that a non-maskable interrupt exists in a virtual
machine operating system; and sending, by the virtual
machine monitoring apparatus, the non-maskable interrupt
to the exception catching module at a predefined frequency.

According to the third implementation manner of the
second aspect, in a fourth implementation manner of the
second aspect, after the sending, by the virtual machine
monitoring apparatus, the non-maskable interrupt to the
exception catching module at a predefined frequency, the
method includes receiving, by the virtual machine monitor-
ing apparatus, virtual machine-related information sent by
the exception catching module.

In a third aspect, an embodiment of the present invention
provides a virtual machine internal fault detecting apparatus,
including: a monitoring module configured to monitor a
state of a virtual machine operating system; and an excep-
tion catching module configured to obtain, when the moni-
toring module detects that the virtual machine operating
system encounters an exception, exception information cor-
responding to the exception according to a context of the
virtual machine operating system, where the exception
catching module is loaded to the virtual machine operating
system when the virtual machine operating system is started;
where the exception catching module is further configured to
report the exception information to a virtual machine moni-
toring apparatus, so that the virtual machine monitoring
apparatus determines, according to the exception informa-
tion, a policy for resolving the exception corresponding to
the exception information, and resolves the exception cor-
responding to the exception information by using the policy.

According to the third aspect, in a first implementation
manner of the third aspect, the exception catching module
includes a kernel mode function registered with the virtual
machine operating system; and the exception catching mod-
ule includes: a callback function registering unit configured
to register a callback function with the virtual machine
operating system, where the callback function is used when
an exception occurs; and the exception catching module is
specifically configured to determine a type of the exception
according to the context of the virtual machine operating
system by using the callback function, and locate the excep-
tion.

According to the third aspect, in a second implementation
manner of the third aspect, the exception catching module is
an interrupt handling function registered with a non-mask-
able interrupt in the virtual machine operating system; and
the exception catching module is specifically configured to
determine a type of the exception according to a context of
a non-maskable interrupt after receiving the non-maskable
interrupt sent by the virtual machine monitoring apparatus,
and locate the exception.

According to the second implementation manner of the
third aspect, in a third implementation manner of the third
aspect, the exception catching module includes: a first
receiving unit configured to receive a user-defined function
configured by a user, where the user-defined function is used
to require the exception catching module to provide infor-
mation related to a virtual machine corresponding to the
user-defined function; a user-defined function processing
unit configured to perform the user-defined function in the
context of the non-maskable interrupt after receiving the
non-maskable interrupt sent by the virtual machine moni-
toring apparatus, so that the exception catching module
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catches the virtual machine-related information; and a first
sending unit configured to report the virtual machine-related
information to the virtual machine monitoring apparatus.

In a fourth aspect, an embodiment of the present invention
provides a virtual machine monitoring apparatus, including:
a first receiving module configured to receive exception
information sent by an exception catching module in a
virtual machine internal fault detecting apparatus; a policy
configuring module configured to determine, according to
the exception information, a policy for resolving an excep-
tion corresponding to the exception information; and an
exception handling module configured to resolve the excep-
tion corresponding to the exception information by using the
policy.

According to the fourth aspect, in a first implementation
manner of the fourth aspect, the virtual machine monitoring
apparatus includes a second receiving module configured to
receive exception handling information configured by a user,
where the exception handling information includes handling
policies corresponding to multiple exception types.

According to the first implementation manner of the
fourth aspect, in a second implementation manner of the
fourth aspect, the exception information includes an excep-
tion type and a location where the exception occurs, and the
policy configuring module is specifically configured to
search the handling policies corresponding to the multiple
exception types in the exception handling information for a
policy corresponding to the exception type in the exception
information; and the exception handling module includes a
processing unit configured to implement, according to the
location where the exception occurs, the policy correspond-
ing to the exception type in the exception information at the
location where the exception occurs; and a second sending
unit configured to send the policy corresponding to the
exception type in the exception information to a virtual
machine operation executing module in a virtual machine,
so that the virtual machine operation executing module
implements the policy corresponding to the exception type
in the exception information at the location where the
exception occurs.

According to the second implementation manner of the
fourth aspect, in a third implementation manner of the fourth
aspect, the virtual machine monitoring apparatus further
includes: a first setting module configured to set a non-
maskable interrupt flag bit on the virtual machine monitor-
ing apparatus to indicate that a non-maskable interrupt exists
in a virtual machine operating system; and a first sending
module configured to send the non-maskable interrupt to the
exception catching module at a predefined frequency.

According to the third implementation manner of the
fourth aspect, in a fourth implementation manner of the
fourth aspect, the virtual machine monitoring apparatus
further includes a third receiving module configured to
receive virtual machine-related information sent by the
exception catching module.

In a fifth aspect, an embodiment of the present invention
provides a system for handling a virtual machine internal
fault, including a virtual machine internal fault detecting
apparatus and a virtual machine monitoring apparatus,
where the virtual machine internal fault detecting apparatus
is configured to monitor a state of a virtual machine oper-
ating system; when detecting that the virtual machine oper-
ating system encounters an exception, obtain exception
information corresponding to the exception according to a
context of the virtual machine operating system and report
the exception information to the virtual machine monitoring
apparatus; and the virtual machine monitoring apparatus is
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configured to receive the exception information sent by the
exception catching module in the virtual machine internal
fault detecting apparatus; determine, according to the excep-
tion information, a policy for resolving the exception cor-
responding to the exception information; and resolve the
exception corresponding to the exception information by
using the policy.

In the method, the apparatus, and the system for handling
a virtual machine internal fault according to the embodi-
ments of the present invention, a virtual machine internal
fault detecting apparatus monitors a state of a virtual
machine operating system; when detecting that the virtual
machine operating system encounters an exception, an
exception catching module in the virtual machine internal
fault detecting apparatus obtains exception information cor-
responding to the exception according to a context of the
virtual machine operating system, and reports the exception
information to a virtual machine monitoring apparatus, so
that the virtual machine monitoring apparatus determines,
according to the exception information, a policy for resolv-
ing the exception corresponding to the exception informa-
tion, and resolves the exception corresponding to the excep-
tion information by using the policy. In this way, the
embodiments of the present invention, by using the obtained
exception information, make it more accurate to determine
whether an internal running fault occurs on a virtual
machine, and the internal running fault occurring on the
virtual machine can be found in a timely manner; in addi-
tion, the virtual machine monitoring apparatus determines,
according to the exception information, the policy for
resolving the exception, thereby resolving the corresponding
exception and preventing the fault from occurring again due
to the same reason that causes the previous fault when the
virtual machine runs again.

BRIEF DESCRIPTION OF DRAWINGS

To illustrate the technical solutions in the embodiments of
the present invention or in the prior art more clearly, the
following briefly introduces the accompanying drawings
required for describing the embodiments or the prior art. The
accompanying drawings in the following description show
merely some embodiments of the present invention, and a
person of ordinary skill in the art may still derive other
drawings from these accompanying drawings without cre-
ative efforts.

FIG. 1 is a schematic diagram of information interaction
between a virtual machine and a virtual machine monitoring
module in the prior art;

FIG. 2 is a first flowchart of a method for handling a
virtual machine internal fault according to an embodiment of
the present invention;

FIG. 3 is a second flowchart of a method for handling a
virtual machine internal fault according to an embodiment of
the present invention;

FIG. 4 is a flowchart of a method for handling a virtual
machine internal fault according to another embodiment of
the present invention;

FIG. 5 is a flowchart of a method for handling a virtual
machine internal fault according to another embodiment of
the present invention;

FIG. 6 is first schematic structural diagram of a virtual
machine internal fault detecting apparatus according to an
embodiment of the present invention;

FIG. 7 is second schematic structural diagram of a virtual
machine internal fault detecting apparatus according to an
embodiment of the present invention;
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FIG. 8 is a first schematic structural diagram of a virtual
machine monitoring apparatus according to an embodiment
of the present invention;

FIG. 9 is a second schematic structural diagram of a
virtual machine monitoring apparatus according to an
embodiment of the present invention;

FIG. 10 is schematic structural diagram of a system for
handling a virtual machine internal fault according to an
embodiment of the present invention;

FIG. 11 is schematic structural diagram of a virtual
machine internal fault detecting apparatus according to an
embodiment of the present invention; and

FIG. 12 is a schematic structural diagram of a virtual
machine monitoring apparatus according to an embodiment
of the present invention.

DESCRIPTION OF EMBODIMENTS

The following clearly describes the technical solutions in
the embodiments of the present invention with reference to
the accompanying drawings in the embodiments of the
present invention. The described embodiments are merely a
part rather than all of the embodiments of the present
invention. All other embodiments obtained by a person of
ordinary skill in the art based on the embodiments of the
present invention without creative efforts shall fall within
the protection scope of the present invention.

To make the advantages of the technical solutions of the
present invention clearer, the following describes the present
invention in detail with reference to accompanying drawings
and embodiments.

As shown in FIG. 2, an embodiment of the present
invention provides a method for handling a virtual machine
internal fault, where the method includes the following steps
when described from the perspective of a virtual machine
internal fault detecting apparatus side.

101. A virtual machine internal fault detecting apparatus
monitors a state of a virtual machine operating system.

The virtual machine operating system normally has two
states: normal working and exception occurred.

102. When detecting that the virtual machine operating
system encounters an exception, an exception catching mod-
ule in the virtual machine internal fault detecting apparatus
obtains exception information corresponding to the excep-
tion according to a context of the virtual machine operating
system.

The exception catching module is loaded to the virtual
machine operating system when the virtual machine oper-
ating system is started. The exception catching module may
include a kernel mode function registered with the virtual
machine operating system, and may also be an interrupt
handling function registered with a non-maskable interrupt
in the virtual machine operating system. The exception
information may include an exception type (such as a system
deadlock or memory insufficiency) and a location where the
exception occurs (for example, a module where the excep-
tion occurs in the virtual machine operating system).

103. The exception catching module reports the exception
information to a virtual machine monitoring apparatus, so
that the virtual machine monitoring apparatus determines,
according to the exception information, a policy for resolv-
ing the exception corresponding to the exception informa-
tion, and resolves the exception corresponding to the excep-
tion information by using the policy.

Specifically, the virtual machine monitoring apparatus
may be provided in a host machine, and the exception
catching module directly reports the exception information
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to the virtual machine monitoring apparatus in the host
machine. Alternatively, to reduce the load of the host
machine, the virtual machine monitoring apparatus may be
separated from the host machine, and the virtual machine
monitoring apparatus is connected to the host machine by
using a network information channel; and the exception
catching module also reports the exception information to
the virtual machine monitoring apparatus by using the
network information channel.

Specifically, the virtual machine monitoring apparatus
may be pre-configured with handling policies corresponding
to exceptions of all types. When receiving the exception
information, the virtual machine monitoring apparatus may
find a corresponding handling policy according to an excep-
tion type in the exception information. For example, when
the exception type is a deadlock occurring on an operating
system of a virtual machine, a corresponding policy may be
restarting the operating system of the virtual machine, or the
like, which is, however, not limited thereto.

As shown in FIG. 3, an embodiment of the present
invention provides a method for handling a virtual machine
internal fault, where the method includes the following steps
when described from the perspective of a virtual machine
monitoring apparatus side.

201. A virtual machine monitoring apparatus receives
exception information sent by an exception catching module
in a virtual machine internal fault detecting apparatus.

202. The virtual machine monitoring apparatus deter-
mines, according to the exception information, a policy for
resolving an exception corresponding to the exception infor-
mation.

Specifically, the virtual machine monitoring apparatus
may be pre-configured with handling policies corresponding
to exceptions of all types. When receiving the exception
information, the virtual machine monitoring apparatus may
find a corresponding handling policy according to an excep-
tion type in the exception information. For example, when
the exception type is a deadlock occurring on an operating
system of a virtual machine, a corresponding policy may be
restarting the operating system of the virtual machine, or the
like, which is, however, not limited thereto.

203. The virtual machine monitoring apparatus resolves
the exception corresponding to the exception information by
using the policy.

Specifically, if a serious fault occurs on an operating
system of a virtual machine, for example, all memory of the
whole operating system is deadlocked and is all disabled
because an interrupt occurs, the virtual machine monitoring
apparatus implements, according to a location where the
exception occurs, the policy corresponding to the exception
type at the location where the exception occurs, for example,
directly resets the whole virtual machine operating system.

Alternatively, if a minor fault occurs on an operating
system of a virtual machine, for example, operation of the
operating system is slowed down due to system disk space
insufficiency, the virtual machine monitoring apparatus may,
to relieve a running load thereof, send a policy correspond-
ing to the exception type to a virtual machine operation
executing module in the virtual machine, so that the virtual
machine operation executing module implements the policy
corresponding to the exception type in the exception infor-
mation at a location where the exception occurs. For
example, the virtual machine operation executing module
cleans up system trashes, thereby providing sufficient disk
space for a module whose operation is slowed down.

In the method for handling a virtual machine internal fault
according to the embodiment of the present invention, a
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virtual machine internal fault detecting apparatus monitors a
state of a virtual machine operating system; when detecting
that the virtual machine operating system encounters an
exception, an exception catching module in the virtual
machine internal fault detecting apparatus obtains exception
information corresponding to the encountered exception
according to a context of the virtual machine operating
system, and reports the exception information to a virtual
machine monitoring apparatus, so that the virtual machine
monitoring apparatus determines, according to the exception
information, a policy for resolving the exception corre-
sponding to the exception information, and resolves the
exception corresponding to the exception information by
using the policy. In this way, the embodiment of the present
invention, by using the obtained exception information,
makes it more accurate to determine whether an internal
running fault occurs on a virtual machine, and the internal
running fault occurring on the virtual machine can be found
in a timely manner; in addition, the virtual machine moni-
toring apparatus determines, according to the exception
information, the policy for resolving the exception, thereby
resolving the corresponding exception and preventing the
fault from occurring again due to the same reason that causes
the previous fault when the virtual machine runs again.

As shown in FIG. 4, a method for handling a virtual
machine internal fault according to another embodiment of
the present invention includes the following steps.

301. A virtual machine operating system starts to run and
loads an exception catching module.

The exception catching module includes a kernel mode
function registered with the virtual machine operating sys-
tem. Generally, an application program running in a virtual
machine operating system exists in a user mode function.
When a fault occurs on the application program in the user
mode function, the exception catching module including the
kernel mode function is not affected.

302. The exception catching module registers a callback
function with the virtual machine operating system, where
the callback function is used when an exception occurs.

Specifically, by using the callback function, when the
virtual machine operating system encounters an exception,
the exception catching module may be called.

For example, a callback function or the like upon an
occurrence of a blue screen of a system may be registered for
a Windows operating system.

303. A virtual machine internal fault detecting apparatus
monitors a state of the virtual machine operating system.

304. The virtual machine internal fault detecting appara-
tus calls, when detecting that the virtual machine operating
system encounters an exception, the exception catching
module.

305. The exception catching module determines a type of
the encountered exception according to a context of the
virtual machine operating system by using the callback
function, and locates the encountered exception.

Specifically, content of the virtual machine operating
system context generally includes information such as a
thread, a stack, and memory during system operation, which
is, however, not limited thereto.

306. The exception catching module reports exception
information to a virtual machine monitoring apparatus.

The exception information includes the exception type
and the location where the exception occurs.

Specifically, the virtual machine monitoring apparatus
may be provided in a host machine, and the exception
catching module directly reports the exception information
to the virtual machine monitoring apparatus in the host
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machine. Alternatively, to relieve a running load of a device
of the host machine, the virtual machine monitoring appa-
ratus may be separated from the host machine, and the
virtual machine monitoring apparatus is connected to the
host machine by using a network information channel; and
the exception catching module also reports the exception
information to the virtual machine monitoring apparatus by
using the network information channel.

In addition, the virtual machine monitoring apparatus may
present the exception information to a user, so that the user
performs further analysis and processing according to the
exception information.

307. The virtual machine monitoring apparatus searches
handling policies corresponding to multiple exception types
in exception handling information configured therein for a
policy corresponding to the exception type in the exception
information, and then performs 308 or 309.

Optionally, the virtual machine monitoring apparatus may
receive the exception handling information configured
therein by a user, where the exception handling information
includes handling policies corresponding to multiple excep-
tion types. Therefore, after receiving the exception handling
information, the virtual machine monitoring apparatus needs
to maintain a relationship between the multiple exception
types in the exception handling information and the handling
policies corresponding thereto, so that the virtual machine
monitoring apparatus can, after receiving the exception
information, find a corresponding policy according to the
exception type carried in the exception information. For
example, an exception type is a system deadlock, and a
corresponding handling policy is resetting the system. For
another example, an exception type is slow operation due to
system disk space insufficiency, and a corresponding han-
dling policy is cleaning up trashes in the system to release
disk space. The exception handling information also has
multiple exception types similar to the foregoing and han-
dling policies corresponding thereto, which will not be
described repeatedly herein.

308. The virtual machine monitoring apparatus imple-
ments, according to the location where the exception occurs,
the policy corresponding to the exception type in the excep-
tion information at the location where the exception occurs.

Specifically, if a serious fault occurs on an operating
system of a virtual machine, for example, all memory of the
whole operating system is deadlocked and is all disabled
because an interrupt occurs, the virtual machine monitoring
apparatus implements, according to a location where the
exception occurs, the policy corresponding to the exception
type at the location where the exception occurs, for example,
directly resets the whole virtual machine operating system.

Optionally, if the virtual machine monitoring apparatus is
separated from the host machine and the virtual machine
monitoring apparatus needs to be connected to the host
machine by using a network information channel, the virtual
machine monitoring apparatus may also control the host
machine to implement the policy corresponding to the
exception type in the exception information at the location
where the exception occurs.

309. The virtual machine monitoring apparatus sends the
policy corresponding to the exception type in the exception
information to a virtual machine operation executing module
in a virtual machine, so that the virtual machine operation
executing module implements the policy corresponding to
the exception type in the exception information at the
location where the exception occurs.

Specifically, if a minor fault occurs on an operating
system of a virtual machine, for example, system disk
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insufficiency slows down operation, the virtual machine
monitoring apparatus may, to relieve a running load thereof,
send a policy corresponding to the exception type to a virtual
machine operation executing module in the virtual machine,
so that the virtual machine operation executing module
implements the policy corresponding to the exception type
in the exception information at a location where the excep-
tion occurs. For example, the virtual machine operation
executing module cleans up system trashes, thereby provid-
ing sufficient disk space for a module whose operation is
slowed down.

In the method for handling a virtual machine internal fault
according to another embodiment of the present invention,
a virtual machine internal fault detecting apparatus monitors
a state of a virtual machine operating system; when detect-
ing that the virtual machine operating system encounters an
exception, an exception catching module in the virtual
machine internal fault detecting apparatus obtains exception
information corresponding to the exception according to a
context of the virtual machine operating system, and reports
the exception information to a virtual machine monitoring
apparatus, so that the virtual machine monitoring apparatus
determines, according to the exception information, a policy
for resolving the exception corresponding to the exception
information, and resolves the exception corresponding to the
exception information by using the policy. In this way, the
embodiment of the present invention, by using the obtained
exception information, makes it more accurate to determine
whether an internal running fault occurs on a virtual
machine, and the internal running fault occurring on the
virtual machine can be found in a timely manner; in addi-
tion, the virtual machine monitoring apparatus determines,
according to the exception information, the policy for
resolving the exception, thereby resolving the corresponding
exception and preventing the fault from occurring again due
to the same reason that causes the previous fault when the
virtual machine runs again.

As shown in FIG. 5, a method for handling a virtual
machine internal fault according to another embodiment of
the present invention includes the following steps.

401. A virtual machine operating system starts to run and
loads an exception catching module.

The exception catching module is an interrupt handling
function registered with a non-maskable interrupt in the
virtual machine operating system; and the exception catch-
ing module can run in a context of the non-maskable
interrupt without being affected by a fault occurring in a
system.

402. A virtual machine monitoring apparatus sets a non-
maskable interrupt flag bit on the virtual machine monitor-
ing apparatus to indicate that a non-maskable interrupt exists
in the virtual machine operating system.

Specifically, the virtual machine monitoring apparatus is
configured with a non-maskable interrupt watchdog module
for hardware, where the non-maskable interrupt watchdog
module may set a non-maskable interrupt flag bit in a virtual
machine control structure (VMCS) of INTEL or in a virtual
machine control block (VMCB) of Advanced Micro Devices
(AMD), thereby indicating that a non-maskable interrupt
exists in the virtual machine operating system.

403. The virtual machine monitoring apparatus sends the
non-maskable interrupt to the exception catching module at
a predefined frequency, and then 404 or 407 is performed.

404. The exception catching module receives a user-
defined function configured by a user, where the user-
defined function is used to require the exception catching
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module to provide information related to a virtual machine
corresponding to the user-defined function.

Specifically, the virtual machine-related information may
be information that a user needs to know, such as system
health state of the virtual machine, remaining memory space
of the virtual machine, and network adapter information of
the virtual machine, which is, however, not limited thereto.

405. The exception catching module performs, after
receiving the non-maskable interrupt sent by the virtual
machine monitoring apparatus, the user-defined function in
a context of the non-maskable interrupt, so that the excep-
tion catching module catches the virtual machine-related
information.

406. The exception catching module reports the virtual
machine-related information to the virtual machine moni-
toring apparatus.

The virtual machine monitoring apparatus may present
the obtained virtual machine-related information to a user,
so that the user manages and controls the virtual machine
according to the virtual machine-related information.

407. The exception catching module determines, after
receiving the non-maskable interrupt sent by the virtual
machine monitoring apparatus and when the virtual machine
operating system encounters an exception, a type of the
encountered exception according to the context of the non-
maskable interrupt, and locates the encountered exception.

408. The exception catching module reports exception
information to the virtual machine monitoring apparatus.

The exception information includes the exception type
and the location where the exception occurs.

Specifically, the virtual machine monitoring apparatus
may be provided in a host machine, and the exception
catching module directly reports the exception information
to the virtual machine monitoring apparatus in the host
machine. Alternatively, to relieve a running load of a device
of the host machine, the virtual machine monitoring appa-
ratus may be separated from the host machine, and the
virtual machine monitoring apparatus is connected to the
host machine by using a network information channel; and
the exception catching module also reports the exception
information to the virtual machine monitoring apparatus by
using the network information channel.

In addition, the virtual machine monitoring apparatus may
present the exception information to a user, so that the user
performs further analysis and processing according to the
exception information.

409. The virtual machine monitoring apparatus searches
handling policies corresponding to multiple exception types
in exception handling information configured therein for a
policy corresponding to the exception type in the exception
information, and then performs 410 or 411.

Optionally, the virtual machine monitoring apparatus may
receive the exception handling information configured
therein by a user, where the exception handling information
includes handling policies corresponding to multiple excep-
tion types. Therefore, after receiving the exception handling
information, the virtual machine monitoring apparatus needs
to maintain a relationship between the multiple exception
types in the exception handling information and the handling
policies corresponding thereto, so that the virtual machine
monitoring apparatus can, after receiving the exception
information, find a corresponding policy according to the
exception type carried in the exception information. For
example, an exception type is a system deadlock, and a
corresponding handling policy is resetting the system. For
another example, an exception type is slow operation due to
system disk space insufficiency, and a corresponding han-
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dling policy is cleaning up trashes in the system to release
disk space. The exception handling information also has
multiple exception types similar to the foregoing and han-
dling policies corresponding thereto, which will not be
described repeatedly herein.

410. The virtual machine monitoring apparatus imple-
ments, according to the location where the exception occurs,
the policy corresponding to the exception type in the excep-
tion information at the location where the exception occurs.

Specifically, if a serious fault occurs on an operating
system of a virtual machine, for example, all memory of the
whole operating system is deadlocked and is all disabled
because an interrupt occurs, the virtual machine monitoring
apparatus implements, according to a location where the
exception occurs, the policy corresponding to the exception
type at the location where the exception occurs, for example,
directly resets the whole virtual machine operating system.

Optionally, if the virtual machine monitoring apparatus is
separated from the host machine, the virtual machine moni-
toring apparatus may also control the host machine to
implement the policy corresponding to the exception type in
the exception information at the location where the excep-
tion occurs.

411. The virtual machine monitoring apparatus sends the
policy corresponding to the exception type in the exception
information to a virtual machine operation executing module
in a virtual machine, so that the virtual machine operation
executing module implements the policy corresponding to
the exception type in the exception information at the
location where the exception occurs.

Specifically, if a minor fault occurs on an operating
system of a virtual machine, for example, system disk
insufficiency slows down operation, the virtual machine
monitoring apparatus may, to relieve a running load thereof,
send a policy corresponding to the exception type to a virtual
machine operation executing module in the virtual machine,
so that the virtual machine operation executing module
implements the policy corresponding to the exception type
in the exception information at a location where the excep-
tion occurs. For example, the virtual machine operation
executing module cleans up system trashes, thereby provid-
ing sufficient disk space for a module whose operation is
slowed down.

In the method for handling a virtual machine internal fault
according to the other embodiment of the present invention,
a virtual machine internal fault detecting apparatus monitors
a state of a virtual machine operating system; when detect-
ing that the virtual machine operating system encounters an
exception, an exception catching module in the virtual
machine internal fault detecting apparatus obtains exception
information corresponding to the exception according to a
context of the virtual machine operating system, and reports
the exception information to a virtual machine monitoring
apparatus, so that the virtual machine monitoring apparatus
determines, according to the exception information, a policy
for resolving the exception corresponding to the exception
information, and resolves the exception corresponding to the
exception information by using the policy. In this way, the
embodiment of the present invention, by using the obtained
exception information, makes it more accurate to determine
whether an internal running fault occurs on a virtual
machine, and the internal running fault occurring on the
virtual machine can be found in a timely manner; in addi-
tion, the virtual machine monitoring apparatus determines,
according to the exception information, the policy for
resolving the exception thereby resolving the corresponding
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exception and preventing the fault from occurring again due
to the same reason that causes the previous fault when the
virtual machine runs again.

As shown in FIG. 6, a virtual machine internal fault
detecting apparatus according to an embodiment of the
present invention includes: a monitoring module 51 config-
ured to monitor a state of a virtual machine operating
system, where a specific implementation manner thereof is
shown in step 101 in FIG. 2, and will not be described
repeatedly herein; and an exception catching module 52
configured to obtain, when the monitoring module 51
detects that the virtual machine operating system encounters
an exception, exception information corresponding to the
exception according to a context of the virtual machine
operating system, where a specific implementation manner
thereof is shown in step 102 in FIG. 2, and will not be
described repeatedly herein.

The exception catching module 52 is loaded to the virtual
machine operating system when the virtual machine oper-
ating system is started.

The exception catching module 52 is further configured to
report the exception information to a virtual machine moni-
toring apparatus, so that the virtual machine monitoring
apparatus determines, according to the exception informa-
tion, a policy for resolving the exception corresponding to
the exception information, and resolves the exception cor-
responding to the exception information by using the policy.
A specific implementation manner thereof is shown in step
103 in FIG. 2, and will not be described repeatedly herein.

Specifically, as shown in FIG. 7, the exception catching
module 52 includes a kernel mode function registered with
the virtual machine operating system, and the exception
catching module 52 includes: a callback function registering
unit 521 configured to register a callback function with the
virtual machine operating system, where the callback func-
tion is used when an exception occurs, and a specific
implementation manner thereof is shown in step 302 in FIG.
4, and will not be described repeatedly herein.

The exception catching module 52 is specifically config-
ured to determine a type of the exception according to the
context of the virtual machine operating system by using the
callback function, and locate the exception. A specific imple-
mentation manner thereof is shown in step 305 in FIG. 4,
and will not be described repeatedly herein.

Specifically, as shown in FIG. 7, the exception catching
module 52 is an interrupt handling function registered with
a non-maskable interrupt in the virtual machine operating
system, and the exception catching module 52 is specifically
configured to determine a type of the exception according to
a context of a non-maskable interrupt after receiving the
non-maskable interrupt sent by the virtual machine moni-
toring apparatus, and locate the exception. A specific imple-
mentation manner thereof is shown in step 407 in FIG. 5,
and will not be described repeatedly herein.

Further, as shown in FIG. 7, the exception catching
module 52 includes: a first receiving unit 522 configured to
receive a user-defined function configured by a user, where
the user-defined function is used to require the exception
catching module 52 to provide information related to a
virtual machine corresponding to the user-defined function,
where a specific implementation manner thereof is shown in
step 404 in FIG. 5, and will not be described repeatedly
herein; a user-defined function processing unit 523 config-
ured to perform the user-defined function in the context of
the non-maskable interrupt after receiving the non-maskable
interrupt sent by the virtual machine monitoring apparatus,
so that the exception catching module catches the virtual



US 9,483,368 B2

15

machine-related information, where a specific implementa-
tion manner thereof is shown in step 405 in FIG. 5, and will
not be described repeatedly herein; and a first sending unit
524 configured to report the virtual machine-related infor-
mation to the virtual machine monitoring apparatus, where
a specific implementation manner thereof is shown in step
406 in FIG. 5, and will not be described repeatedly herein.

In the virtual machine internal fault detecting apparatus
according to the embodiment of the present invention, the
virtual machine internal fault detecting apparatus monitors a
state of a virtual machine operating system; when detecting
that the virtual machine operating system encounters an
exception, an exception catching module in the virtual
machine internal fault detecting apparatus obtains exception
information corresponding to the exception according to a
context of the virtual machine operating system, and reports
the exception information to a virtual machine monitoring
apparatus, so that the virtual machine monitoring apparatus
determines, according to the exception information, a policy
for resolving the exception corresponding to the exception
information, and resolves the exception corresponding to the
exception information by using the policy. In this way, the
embodiment of the present invention, by using the obtained
exception information, makes it more accurate to determine
whether an internal running fault occurs on a virtual
machine, and the internal running fault occurring on the
virtual machine can be found in a timely manner; in addi-
tion, the virtual machine monitoring apparatus determines,
according to the exception information, the policy for
resolving the exception, thereby resolving the corresponding
exception and preventing the fault from occurring again due
to the same reason that causes the previous fault when the
virtual machine runs again.

As shown in FIG. 8, a virtual machine monitoring appa-
ratus according to an embodiment of the present invention
includes: a first receiving module 61 configured to receive
exception information sent by an exception catching module
in a virtual machine internal fault detecting apparatus, where
a specific implementation manner thereof is shown in step
201 in FIG. 3, and will not be described repeatedly herein;
a policy configuring module 62 configured to determine,
according to the exception information, a policy for resolv-
ing an exception corresponding to the exception informa-
tion, where a specific implementation manner thereof is
shown in step 202 in FIG. 3, and will not be described
repeatedly herein; and an exception handling module 63
configured to resolve the exception corresponding to the
exception information by using the policy, where a specific
implementation manner thereof is shown in step 203 in FIG.
3, and will not be described repeatedly herein.

Further, as shown in FIG. 9, the virtual machine moni-
toring apparatus further includes a second receiving module
64 configured to receive exception handling information
configured by a user, where the exception handling infor-
mation includes handling policies corresponding to multiple
exception types, where a specific implementation manner
thereof is shown in step 307 in FIG. 4, and will not be
described repeatedly herein.

Further, as shown in FIG. 9, the exception information
includes an exception type and a location where the excep-
tion occurs, and the policy configuring module 62 is spe-
cifically configured to search the handling policies corre-
sponding to the multiple exception types in the exception
handling information for a policy corresponding to the
exception type in the exception information. A specific
implementation manner thereof is shown in step 307 in FIG.
4, and will not be described repeatedly herein.
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The exception handling module 63 includes: a processing
unit 631 configured to implement, according to the location
where the exception occurs, the policy corresponding to the
exception type in the exception information at the location
where the exception occurs, where a specific implementa-
tion manner thereof is shown in step 308 in FIG. 4, and will
not be described repeatedly herein; and a second sending
unit 632 configured to send the policy corresponding to the
exception type in the exception information to a virtual
machine operation executing module in a virtual machine,
so that the virtual machine operation executing module
implements the policy corresponding to the exception type
in the exception information at the location where the
exception occurs, where a specific implementation manner
thereof is shown in step 309 in FIG. 4, and will not be
described repeatedly herein.

Further, as shown in FIG. 9, the virtual machine moni-
toring apparatus further includes: a first setting module 65
configured to set a non-maskable interrupt flag bit on the
virtual machine monitoring apparatus to indicate that a
non-maskable interrupt exists in a virtual machine operating
system, where a specific implementation manner thereof is
shown in step 402 in FIG. 5, and will not be described
repeatedly herein; and a first sending module 66 configured
to send the non-maskable interrupt to the exception catching
module at a predefined frequency, where a specific imple-
mentation manner thereof is shown in step 403 in FIG. 5,
and will not be described repeatedly herein.

Further, as shown in FIG. 9, the virtual machine moni-
toring apparatus further includes a third receiving module 67
configured to receive virtual machine-related information
sent by the exception catching module, where a specific
implementation manner thereof is shown in step 406 in FIG.
5, and will not be described repeatedly herein.

The virtual machine monitoring apparatus according to
the embodiment of the present invention receives, when the
virtual machine operating system encounters a fault, excep-
tion information sent by the exception catching module in
the virtual machine internal fault detecting apparatus; deter-
mines, according to the exception information, a policy for
resolving the exception corresponding to the exception
information; and resolves the exception corresponding to the
exception information by using the policy. In this way, the
embodiment of the present invention, by using the obtained
exception information, makes it more accurate to determine
whether an internal running fault occurs on a virtual
machine, and the internal running fault occurring on the
virtual machine can be found in a timely manner; in addi-
tion, the virtual machine monitoring apparatus determines,
according to the exception information, the policy for
resolving the exception, thereby resolving the corresponding
exception and preventing the fault from occurring again due
to the same reason that causes the previous fault when the
virtual machine runs again.

As shown in FIG. 10, a system for handling a virtual
machine internal fault according to an embodiment of the
present invention includes a virtual machine internal fault
detecting apparatus 71 and a virtual machine monitoring
apparatus 72, where the virtual machine internal fault detect-
ing apparatus 71 is configured to monitor a state of a virtual
machine operating system; when detecting that the virtual
machine operating system encounters an exception, obtain
exception information corresponding to the exception
according to a context of the virtual machine operating
system; and report the exception information to the virtual
machine monitoring apparatus 72; and the virtual machine
monitoring apparatus 72 is configured to receive the excep-
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tion information sent by the exception catching module in
the virtual machine internal fault detecting apparatus 71;
determine, according to the exception information, a policy
for resolving the exception corresponding to the exception
information; and resolve the exception corresponding to the
exception information by using the policy.

It should be noted that, for a specific implementation
manner of the system for handling a virtual machine internal
fault according to the embodiment of the present invention,
refer to specific embodiments of the virtual machine internal
fault detecting apparatus and the virtual machine monitoring
apparatus described above, which will not be described
repeatedly herein.

In the system for handling a virtual machine internal fault
according to the embodiment of the present invention, a
virtual machine internal fault detecting apparatus monitors a
state of a virtual machine operating system; when detecting
that the virtual machine operating system encounters an
exception, an exception catching module in the virtual
machine internal fault detecting apparatus obtains exception
information corresponding to the exception according to a
context of the virtual machine operating system, and reports
the exception information to a virtual machine monitoring
apparatus, so that the virtual machine monitoring apparatus
determines, according to the exception information, a policy
for resolving the exception corresponding to the exception
information, and resolves the exception corresponding to the
exception information by using the policy. In this way, the
embodiment of the present invention, by using the obtained
exception information, makes it more accurate to determine
whether an internal running fault occurs on a virtual
machine, and the internal running fault occurring on the
virtual machine can be found in a timely manner; in addi-
tion, the virtual machine monitoring apparatus determines,
according to the exception information, the policy for
resolving the exception, thereby resolving the corresponding
exception and preventing the fault from occurring again due
to the same reason that causes the previous fault when the
virtual machine runs again.

In order to enable a person skilled in the art to have a
better understanding of the virtual machine internal fault
detecting apparatus according to the embodiments of the
present invention, the virtual machine internal fault detect-
ing apparatus is provided for description.

As shown in FIG. 11, a virtual machine internal fault
detecting apparatus according to an embodiment of the
present invention includes: a monitor 81 configured to
monitor a state of a virtual machine operating system, where
a specific implementation manner thereof is shown in step
101 in FIG. 2, and will not be described repeatedly herein;
and an exception catching handler 82 configured to obtain,
when the monitor 81 detects that the virtual machine oper-
ating system encounters an exception, exception information
corresponding to the exception according to a context of the
virtual machine operating system, where a specific imple-
mentation manner thereof is shown in step 102 in FIG. 2,
and will not be described repeatedly herein.

The exception catching handler 82 is loaded to the virtual
machine operating system when the virtual machine oper-
ating system is started.

The exception catching handler 82 is further configured to
report the exception information to a virtual machine moni-
toring apparatus, so that the virtual machine monitoring
apparatus determines, according to the exception informa-
tion, a policy for resolving the exception corresponding to
the exception information, and resolves the exception cor-
responding to the exception information by using the policy.
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A specific implementation manner thereof is shown in step
103 in FIG. 2, and will not be described repeatedly herein.

Specifically, as shown in FIG. 11, the exception catching
handler 82 includes a kernel mode function registered with
the virtual machine operating system, and the exception
catching handler 82, is specifically configured to register a
callback function with the virtual machine operating system,
where the callback function is used when an exception
occurs, and a specific implementation manner thereof is
shown in step 302 in FIG. 4, and will not be described
repeatedly herein; and determine a type of the exception
according to the context of the virtual machine operating
system by using the callback function, and locate the excep-
tion, where a specific implementation manner thereof is
shown in step 305 in FIG. 4, and will not be described
repeatedly herein.

Specifically, as shown in FIG. 11, the exception catching
handler 82 is an interrupt handling function registered with
a non-maskable interrupt in the virtual machine operating
system, and the exception catching handler 82 is specifically
configured to determine a type of the exception according to
a context of a non-maskable interrupt after receiving the
non-maskable interrupt sent by the virtual machine moni-
toring apparatus, and locate the exception. A specific imple-
mentation manner thereof is shown in step 407 in FIG. 5,
and will not be described repeatedly herein.

Further, as shown in FIG. 11, the exception catching
handler 82 is specifically configured to receive a user-
defined function configured by a user, where the user-
defined function is used to require the exception catching
handler to provide information related to a virtual machine
corresponding to the user-defined function, where a specific
implementation manner thereof is shown in step 404 in FIG.
5, and will not be described repeatedly herein; perform, after
receiving a non-maskable interrupt sent by the virtual
machine monitoring apparatus, the user-defined function in
a context of the non-maskable interrupt, so that the excep-
tion catching handler catches the virtual machine-related
information, where a specific implementation manner
thereof is shown in step 405 in FIG. 5, and will not be
described repeatedly herein; and report the virtual machine-
related information to the virtual machine monitoring appa-
ratus, where a specific implementation manner thereof is
shown in step 406 in FIG. 5, and will not be described
repeatedly herein.

In the virtual machine internal fault detecting apparatus
according to the embodiment of the present invention, the
virtual machine internal fault detecting apparatus monitors a
state of a virtual machine operating system; when detecting
that the virtual machine operating system encounters an
exception, an exception catching handler in the virtual
machine internal fault detecting apparatus obtains exception
information corresponding to the exception according to a
context of the virtual machine operating system, and reports
the exception information to a virtual machine monitoring
apparatus, so that the virtual machine monitoring apparatus
determines, according to the exception information, a policy
for resolving the exception corresponding to the exception
information, and resolves the exception corresponding to the
exception information by using the policy. In this way, the
embodiment of the present invention, by using the obtained
exception information, makes it more accurate to determine
whether an internal running fault occurs on a virtual
machine, and the internal running fault occurring on the
virtual machine can be found in a timely manner; in addi-
tion, the virtual machine monitoring apparatus determines,
according to the exception information, the policy for
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resolving the exception, thereby resolving the corresponding
exception and preventing the fault from occurring again due
to the same reason that causes the previous fault when the
virtual machine runs again.

In order to enable a person skilled in the art to have a
better understanding of the virtual machine monitoring
apparatus according to the embodiments of the present
invention, the virtual machine monitoring apparatus is pro-
vided for description.

As shown in FIG. 12, a virtual machine monitoring
apparatus according to an embodiment of the present inven-
tion includes a receiver 91 configured to receive exception
information sent by an exception catching handler in a
virtual machine internal fault detecting apparatus, where a
specific implementation manner thereof is shown in step 201
in FIG. 3, and will not be described repeatedly herein; a
policy register 92 configured to determine, according to the
exception information, a policy for resolving an exception
corresponding to the exception information, where a specific
implementation manner thereof is shown in step 202 in FIG.
3, and will not be described repeatedly herein; and an
exception handler 93 configured to resolve the exception
corresponding to the exception information by using the
policy, where a specific implementation manner thereof is
shown in step 203 in FIG. 3, and will not be described
repeatedly herein.

Further, as shown in FIG. 12, the receiver 91 is further
configured to receive exception handling information con-
figured by a user, where the exception handling information
includes handling policies corresponding to multiple excep-
tion types. A specific implementation manner thereof is
shown in step 307 in FIG. 4, and will not be described
repeatedly herein.

Further, as shown in FIG. 12, the exception information
includes an exception type and a location where the excep-
tion occurs, and the policy register 92 is specifically con-
figured to search the handling policies corresponding to the
multiple exception types in the exception handling informa-
tion for a policy corresponding to the exception type in the
exception information. A specific implementation manner
thereof is shown in step 307 in FIG. 4, and will not be
described repeatedly herein.

The exception handler 93 is specifically configured to
implement, according to the location where the exception
occurs, the policy corresponding to the exception type in the
exception information at the location where the exception
occurs, where a specific implementation manner thereof is
shown in step 308 in FIG. 4, and will not be described
repeatedly herein; and send the policy corresponding to the
exception type in the exception information to a virtual
machine operation executing module in a virtual machine,
so that the virtual machine operation executing module
implements the policy corresponding to the exception type
in the exception information at the location where the
exception occurs, where a specific implementation manner
thereof is shown in step 309 in FIG. 4, and will not be
described repeatedly herein.

Further, as shown in FIG. 12, the virtual machine moni-
toring apparatus further includes a hardware watchdog 94
configured to set a non-maskable interrupt flag bit on the
virtual machine monitoring apparatus to indicate that a
non-maskable interrupt exists in a virtual machine operating
system, where a specific implementation manner thereof is
shown in step 402 in FIG. 5, and will not be described
repeatedly herein.

The hardware watchdog 94 is further configured to send
the non-maskable interrupt to the exception catching handler
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at a predefined frequency. A specific implementation manner
thereof is shown in step 403 in FIG. 5, and will not be
described repeatedly herein.

Further, as shown in FIG. 12, the receiver 91 is further
configured to receive virtual machine-related information
sent by the exception catching handler. A specific imple-
mentation manner thereof is shown in step 406 in FIG. 5,
and will not be described repeatedly herein.

The virtual machine monitoring apparatus according to
the embodiment of the present invention receives, when the
virtual machine operating system encounters a fault, excep-
tion information sent by the exception catching handler in
the virtual machine internal fault detecting apparatus; deter-
mines, according to the exception information, a policy for
resolving the exception corresponding to the exception
information; and resolves the exception corresponding to the
exception information by using the policy. In this way, the
embodiment of the present invention, by using the obtained
exception information, makes it more accurate to determine
whether an internal running fault occurs on a virtual
machine, and the internal running fault occurring on the
virtual machine can be found in a timely manner; in addi-
tion, the virtual machine monitoring apparatus determines,
according to the exception information, the policy for
resolving the exception, thereby resolving the corresponding
exception and preventing the fault from occurring again due
to the same reason that causes the previous fault when the
virtual machine runs again.

Through the foregoing description of the embodiments, it
is clear to a person skilled in the art that the present invention
may be implemented by software plus necessary universal
hardware, and definitely may also be implemented by hard-
ware, but in many cases, the software implementation is an
exemplary embodiment. Based on such an understanding,
the technical solutions of the present invention essentially, or
the part contributing to the prior art may be implemented in
a form of a software product. The computer software prod-
uct is stored in a readable storage medium, for example, a
floppy disk, a hard disk, or an optical disk of the computer,
and includes several instructions for instructing a computer
device (which may be a personal computer, a server, or a
network device or the like) to perform the methods
described in the embodiments of the present invention.

The foregoing descriptions are merely specific embodi-
ments of the present invention, but are not intended to limit
the protection scope of the present invention. Any variation
or replacement readily figured out by a person skilled in the
art within the technical scope disclosed in the present
invention shall fall within the protection scope of the present
invention. Therefore, the protection scope of the present
invention shall be subject to the protection scope of the
claims.

What is claimed is:
1. A method for handling a virtual machine internal fault,
comprising:

receiving, by a virtual machine monitoring apparatus,
exception handling information configured by a user,
wherein the exception handling information comprises
handling policies corresponding to multiple exception
types:

receiving, by the virtual machine monitoring apparatus,
exception information sent by an exception catching
module in a virtual machine internal fault detecting
apparatus:
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determining, by the virtual machine monitoring apparatus
and according to the exception information, a policy for
resolving an exception corresponding to the exception
information; and

resolving, by the virtual machine monitoring apparatus,

the exception corresponding to the exception informa-
tion by using the policy,
wherein the exception information comprises an excep-
tion type and a location where the exception occurs,

wherein determining the policy for resolving the excep-
tion corresponding to the exception information com-
prises searching, by the virtual machine monitoring
apparatus, the handling policies corresponding to the
multiple exception types in the exception handling
information for the policy corresponding to the excep-
tion type in the exception information, and

wherein resolving, by the virtual machine monitoring

apparatus, the exception corresponding to the exception
information by using the policy comprises implement-
ing, by the virtual machine monitoring apparatus and
according to the location where the exception occurs,
the policy corresponding to the exception type in the
exception information at the location where the excep-
tion occurs.

2. The method according to claim 1, wherein before
receiving the exception information sent by the exception
catching module in the virtual machine internal fault detect-
ing apparatus, the method comprises:

setting, by the virtual machine monitoring apparatus, a

non-maskable interrupt flag bit on the virtual machine
monitoring apparatus to indicate that a non-maskable
interrupt exists in a virtual machine operating system;
and

sending, by the virtual machine monitoring apparatus, the

non-maskable interrupt to the exception catching mod-
ule at a predefined frequency.

3. The method according to claim 2, wherein after sending
the non-maskable interrupt to the exception catching module
at a predefined frequency, the method comprises receiving,
by the virtual machine monitoring apparatus, virtual
machine-related information sent by the exception catching
module.

4. A method for handling a virtual machine internal fault,
comprising:

receiving, by a virtual machine monitoring apparatus,

exception handling information configured by a user,
wherein the exception handling information comprises
handling policies corresponding to multiple exception
types:

receiving, by the virtual machine monitoring apparatus,

exception information sent by an exception catching
module in a virtual machine internal fault detecting
apparatus:

determining, by the virtual machine monitoring apparatus

and according to the exception information, a policy for
resolving an exception corresponding to the exception
information; and

resolving, by the virtual machine monitoring apparatus,

the exception corresponding to the exception informa-
tion by using the policy,

wherein the exception information comprises an excep-

tion type and a location where the exception occurs,
wherein determining the policy for resolving the excep-
tion corresponding to the exception information com-
prises searching, by the virtual machine monitoring
apparatus, the handling policies corresponding to the
multiple exception types in the exception handling
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information for the policy corresponding to the excep-
tion type in the exception information, and

wherein resolving, by the virtual machine monitoring

apparatus, the exception corresponding to the exception
information by using the policy comprises sending, by
the virtual machine monitoring apparatus, the policy
corresponding to the exception type in the exception
information to a virtual machine operation executing
module in a virtual machine so that the virtual machine
operation executing module implements the policy
corresponding to the exception type in the exception
information at the location where the exception occurs.

5. The method according to claim 4, wherein before
receiving the exception information sent by the exception
catching module in the virtual machine internal fault detect-
ing apparatus, the method comprises:

setting, by the virtual machine monitoring apparatus, a

non-maskable interrupt flag bit on the virtual machine
monitoring apparatus to indicate that a non-maskable
interrupt exists in a virtual machine operating system;
and

sending, by the virtual machine monitoring apparatus, the

non-maskable interrupt to the exception catching mod-
ule at a predefined frequency.

6. The method according to claim 5, wherein after sending
the non-maskable interrupt to the exception catching module
at a predefined frequency, the method comprises receiving,
by the virtual machine monitoring apparatus, virtual
machine-related information sent by the exception catching
module.

7. A computer system, comprising a memory configured
to store a program and a processor configured to read the
program from the memory to:

receive exception handling information configured by a

user, wherein the exception handling information com-
prises handling policies corresponding to multiple
exception types;

receive exception information sent by an exception catch-

ing module in a virtual machine internal fault detecting
apparatus, wherein the exception information com-
prises an exception type and a location where the
exception occurs;

search the handling policies corresponding to the multiple

exception types in the exception handling information
for a policy corresponding to the exception type in the
exception information; and

implement, according to the location where the exception

occurs, the policy corresponding to the exception type
in the exception information at the location where the
exception occurs.

8. The computer system according to claim 7, wherein the
processor is further configured to:

set, by the virtual machine monitoring apparatus, a non-

maskable interrupt flag bit on the virtual machine
monitoring apparatus to indicate that a non-maskable
interrupt exists in a virtual machine operating system;
and

send, by the virtual machine monitoring apparatus, the

non-maskable interrupt to the exception catching mod-
ule at a predefined frequency.

9. The computer system according to claim 8, wherein the
processor is further configured to receive, by the virtual
machine monitoring apparatus, virtual machine-related
information sent by the exception catching module.

10. A computer system, comprising a memory configured
to store a program and a processor configured to read the
program from the memory and perform the steps of:
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receive exception handling information configured by a
user, wherein the exception handling information com-
prises handling policies corresponding to multiple
exception types;

receive exception information sent by an exception catch-
ing module in a virtual machine internal fault detecting
apparatus, wherein the exception information com-
prises an exception type and a location where the
exception occurs;

search the handling policies corresponding to the multiple
exception types in the exception handling information
for a policy corresponding to the exception type in the
exception information; and

send the policy corresponding to the exception type in the
exception information to a virtual machine operation
executing module in a virtual machine so that the
virtual machine operation executing module imple-
ments the policy corresponding to the exception type in
the exception information at the location where the
exception occurs.

11. The computer system according to claim 10, wherein

the processor is further configured to:

set, by the virtual machine monitoring apparatus, a non-
maskable interrupt flag bit on the virtual machine
monitoring apparatus to indicate that a non-maskable
interrupt exists in a virtual machine operating system;
and

send, by the virtual machine monitoring apparatus, the
non-maskable interrupt to the exception catching mod-
ule at a predefined frequency.

12. The computer system according to claim 11, wherein
the processor is further configured to receive, by the virtual
machine monitoring apparatus, virtual machine-related
information sent by the exception catching module.

13. A non-transitory storage medium for storing a com-
puter-readable program, wherein when the program is read
by one or more processors of a computer to cause the
computer to:

receive exception handling information configured by a
user, wherein the exception handling information com-
prises handling policies corresponding to multiple
exception types;
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receive exception information sent by an exception catch-
ing module in a virtual machine internal fault detecting
apparatus, wherein the exception information com-
prises an exception type and a location where the
exception occurs;

search the handling policies corresponding to the multiple

exception types in the exception handling information
for a policy corresponding to the exception type in the
exception information; and

implement, according to the location where the exception

occurs, the policy corresponding to the exception type
in the exception information at the location where the
exception occurs.

14. A non-transitory storage medium for storing a com-
puter-readable program, wherein when the program is read
by one or more processors of a computer to cause the
computer to:

receive exception handling information configured by a

user, wherein the exception handling information com-
prises handling policies corresponding to multiple
exception types;

receive exception information sent by an exception catch-

ing module in a virtual machine internal fault detecting
apparatus, wherein the exception information com-
prises an exception type and a location where the
exception occurs;

search the handling policies corresponding to the multiple

exception types in the exception handling information
for a policy corresponding to the exception type in the
exception information; and

send the policy corresponding to the exception type in the

exception information to a virtual machine operation
executing module in a virtual machine so that the
virtual machine operation executing module imple-
ments the policy corresponding to the exception type in
the exception information at the location where the
exception occurs.

#* #* #* #* #*
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wherein resolving, by the virtual machine monitoring apparatus, the exception corresponding
to the exception information by using the policy comprises implementing, by the virtual machine
monitoring apparatus and according to the location where the exception occurs, the policy
corresponding to the exception type in the exception information at the location where the exception
occurs.

Signed and Sealed this
Twenty-first Day of February, 2017

Tcbatle X Zea

Michelle K. Lee
Director of the United States Patent and Trademark Office



CERTIFICATE OF CORRECTION (continued) Page 2 of 2
U.S. Pat. No. 9,483,368 B2

Column 21; Lines 49 and 53, Claim 4 should read:

4. A method for handling a virtual machine internal fault, comprising:

receiving, by a virtual machine monitoring apparatus, exception handling information
configured by a user, wherein the exception handling information comprises handling policies
corresponding to multiple exception types;

receiving, by the virtual machine monitoring apparatus, exception information sent by an
exception catching module in a virtual machine internal fault detecting apparatus;

determining, by the virtual machine monitoring apparatus and according to the exception
information, a policy for resolving an exception corresponding to the exception information; and

resolving, by the virtual machine monitoring apparatus, the exception corresponding to the
exception information by using the policy,

wherein the exception information comprises an exception type and a location where the
exception occurs,

wherein determining the policy for resolving the exception corresponding to the exception
information comprises searching, by the virtual machine monitoring apparatus, the handling policies
corresponding to the multiple exception types in the exception handling information for the policy
corresponding to the exception type in the exception information, and

wherein resolving, by the virtual machine monitoring apparatus, the exception corresponding
to the exception information by using the policy comprises sending, by the virtual machine monitoring
apparatus, the policy corresponding to the exception type in the exception information to a virtual
machine operation executing module in a virtual machine so that the virtual machine operation
executing module implements the policy corresponding to the exception type in the exception
information at the location where the exception occurs.



